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	The Cyber Security and Information Systems (CSIAC) Information Assurance Digest
If you would like to share your thoughts on the Information Assurance Digest or make suggestions as to what should be included, click the following link: https://www.csiac.org/discussion/information-assurance-digest-suggestions
RECENT HEADLINES:
BIG DATA & CLOUD COMPUTING:
IBM to Invest $3 Billion in Cloud Computing, Big Data Research - Washington Post
IBM is investing $3 billion in research that could benefit its cloud computing and big data services, the company announced Thursday.
CYBER-SECURITY:
Senate Intelligence Committee Approves Cybersecurity Bill - Feinstein Senate
Senate Intelligence Committee Chairman Dianne Feinstein (D-Calif.) and Vice Chairman Saxby Chambliss (R-Ga.) today announced committee approval of the Cybersecurity Information Sharing Act, a bill to improve the nation’s cybersecurity. The vote was 12-3.
FBI Found U.S. Military Aircraft Intel During Raid on Alleged Chinese Hacker - The Register
A Chinese entrepreneur has been arrested for attempting to steal information on the United States' Lockheed F-22 and F-35 aircraft and Boeing's C-17 cargo plane.
Anatomy of the Attack: Zombie Zero - Trapx
Malware hidden in Chinese inventory scanners targeted logistics, shipping firms.
U.S. Charges Chinese Businessman with Hacking Military Data - Zdnet
As the cybersecurity row between the US and China escalates, another Chinese man has been arrested on hacking and data theft charges.
Chinese Hackers Pursue Key Data on U.S. Workers - NY Times
Chinese hackers in March broke into the computer networks of the United States government agency that houses the personal information of all federal employees, according to senior American officials. 
Unisys Survey Reveals Nearly 70% of Critical Infrastructure Providers Have Been Breached in the Past Year - Unisys
Utility, oil and gas, energy and manufacturing organizations unprepared for both internal and external threats, according to survey from Unisys and Ponemon Institute.
CYBER-WARFARE:
UK Boosts Spending on Cyber-Warfare - Zdnet
We don't need more tanks, we need the latest in cyber warfare, says UK PM David Cameron.
DATA SECURITY:
The Case of Gyges, the Invisible Malware, Government-Grade Now in the Hands of Cybercriminals - Sentinel Labs
Malware originally developed for government espionage is now in use by criminals, who are bolting it onto their rootkits and ransomware.
Pushdo Trojan outbreak: 11 THOUSAND systems infected in just 24 hours - The Register
A wave of attacks by cybercrooks pushing a new variant of the resilient Pushdo Trojan has compromised more than 11,000 systems in just 24 hours.
"Gameover" Malware Returns From the Dead - Naked Security
So far, SophosLabs has only seen a few samples of the new version, but it has been distributed through widespread spam campaigns, so the number of infections may already be large.
Security Firms Team Up and Take Down Shylock Malware - Symantec
Trojan.Shylock is designed to intercept online banking transactions and steal victims’ credentials.
Zeus PIF - The Evolving Strain Looking to Defeat Your Security Software - Websense
Websense Security Lab have identified a Zeus strain that implements information stealing procedures that appear to be an evolution of the 'DNA' of previous emerging Zeus variants.
MOBILE SECURITY:
U.S. Targeted by Coercive Mobile Ransomware Impersonating the FBI - Lookout
Lookout has discovered a highly concerning piece of malware that targets the U.S. 
Google's iOS Gmail App Potential Target for Threat Actors - Lacoon
During a routine analysis of the Gmail iOS app we unexpectedly came across a vulnerability which enables a threat actor that is performing a Man-in-the-Middle attack to view, and even modify, encrypted communications.
NETWORK SECURITY:
Netgear Switches Exposed to Attacks From Hardcoded Credentials - Cert
A remote attacker could log into certain NETGEAR switches and execute arbitrary code because of hardcoded credentials installed within the firmware used on the devices.
CSIAC COMMUNITIES OF INTEREST:
Software Assurance Community of Practice (SwA COP) - CSIAC
CSIAC serves on the DoD  Software Assurance Community of Practice Working Group. For further information contact Taz Daughtrey at hdaughtrey@csiac.org
The Cyber Shield Newsletter - New Mexico CounterIntelligence Working Group (NMCIWG)
The Cyber Shield is a Cyber Newsletter for Counterintelligence, IT and Security Profressionals associated with DoD and USG agencies. There are Distribution constraints. If you would like to subscribe, please contact Dr. Paul Losiewicz at plosiewicz@csiac.org
Systems and Software Producibility Collaboration Environment (SPRUCE) - CSIAC
SPRUCE is an online collaborative Forum for describing CS and SE challenging problems, assembling cannonical data sets, and proposing models and solutions. CSIAC invites free use of this environment by the academic, defense-industrial-base, and Government user community. For more information contact Tom McGibbon at tmcgibbon@csiac.org
Cyber Security of Critical Infrastructure - Department of Homeland Security
CSIAC serves on the EO 13636/PPD-21 Research & Development (R&D) Working Group (WG) run by DHS S&T. If you would like further information, contact Dr. Paul Losiewicz at plosiewicz@csiac.org
TECHNICAL RESOURCES:
US-CERT Bulletins - Department of Homeland Security
Bulletins provide weekly summaries of new vulnerabilities. Patch information is provided when available.
US-CERT Alerts - Department of Homeland Security
Alerts provide timely information about current security issues, vulnerabilities, and exploits.
National Vulnerability Database - NIST
NVD is the U.S. government repository of standards based vulnerability management data represented using the Security Content Automation Protocol (SCAP). This data enables automation of vulnerability management, security measurement, and compliance. NVD includes databases of security checklists, security related software flaws, misconfigurations, product names, and impact metrics.
POLICY RESOURCES:
NEW CSIAC Information Assurance Policy Chart - CSIAC
Updated 16 July 2014
DoD Cyber Domain Resources - DoD
Trustworthy CyberSpace: Strategic Plan For The Federal Cybersecurity Research and Development Program - NITRD
DoD COI Governance and Guidance - DoD Chief Information Officer
DHS Cyber Security Strategy ("Blueprint for a Secure Cyber Future", 2011) - Department of Homeland Defense
Committee on National Security Systems (CNSS) - Committee on National Security Systems
GUIDANCE:
NIST announces that the Second Public Draft of Special Publication (SP) 800-161, Supply Chain Risk Management Practices for Federal Information Systems and Organizations, has been released for public comment. (June 3, 2014) - NIST
This document provides guidance to federal departments and agencies on identifying, assessing, and mitigating Information and Communications Technology (ICT) supply chain risks at all levels in their organizations. It integrates ICT supply chain risk management (SCRM) into federal agency enterprise risk management activities by applying a multitiered SCRM-specific approach, including supply chain risk assessments and supply chain risk mitigation activities and guidance. 
DoDI 8510.01 - DTIC
Provides procedural guidance for the reciprocal acceptance of authorization decisions and  artifacts within DoD, and between DoD and other federal agencies, for the authorization and  connection of information systems (ISs). Effective 12 March 2014.
DoDI 8500.01 - DTIC
DoDD 8500.01E (which it replaced),  DoDI 8500.02, DoDD C-5200.19, DoDI8552.01 and DTM 08-060 were all cancelled because the new DoDI 8500.01 incorporates them all. Effective 14 March 2014.
ISO Standards on Vulnerability Handling and Disclosure - Internet Storm Center 
Two new ISO standards for vulnerability verification and reporting.
Framework for Improving Critical Infrastructure Cybersecurity - National Institute of Standards and Technology
NIST Framework published 12 February 2014.
GAO-13-187 Cybersecurity - Government Accountability Office
National strategy, roles, and responsibilities need to be better defined and more effectively implemented.
GAO February 2013 High Risk Update - Government Accountability Office
GAO recommends assessment of government-wide material weakness in information security be upgraded to a significant deficiency for 2 consecutive years. (p.189)
Bring Your Own Device - The White House
A Toolkit to Support Federal Agencies Implementing Bring Your Own Device (BYOD) Programs - August 23, 2012. Product of the Digital Services Advisory Group and Federal Chief Information Officers Council.
CNSS Advisory Memorandum Information Assurance 01-12 6 June 2012 - CNSS
NSA-Approved Commercial Solution Guidance.
DoD Commercial Mobile Implementation Plan - DoD
Update to DoD Mobile Device Strategy.
Administration's Strategy to Mitigate the Theft of U.S. Trade Secrets - The White House
White House Economic Cyberwarfare Strategy.
FEEDBACK FROM THE LAST IA DIGEST:
MOST POPULAR:
The 2014 Quadrennial Homeland Security Review - Department of Homeland Security
This report provides a strong analytic and strategic foundation for one of my highest priorities, which is ensuring that the Department invests and operates in a cohesive, unified fashion and makes decisions that strengthen Departmental unity of effort. 
Marked Ghost Imaging - Scritation
In recent years, ghost imaging has been widely applied in various areas, such as optical security. Here, we report how an object and multiple hidden marks can be simultaneously recovered by using only one rebuilt reference intensity sequence in ghost imaging.
New Oil and Gas ISAC Opens It's Doors, Targets Cybersecurity of Critical Infrastructure - ONG-ISAC
A secure and trusted environment for sharing cybersecurity information across the oil and natural gas industry.

The CSIAC IA Digest is a semi-weekly news summary for information assurance and software reliability professionals protecting the global information grid. It is transmitted in an HTML-formatted email and provides links to articles and news summaries across a spectrum of IA/SE/DIO/IW topics.
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